
40(PATH) Information clearing center 

(May be part of Card Issuer's Site) 

1 . Site to collect client's transaction data 

2. Private Credit Card Database of PATH clients 
retrieves transaction data from collection site. 

3. Looks up credit card account # on a per 
transaction basis by mapping passcode info to the 
client's account. May verify/Identity of Merchant 
from his IP address/Domain name. 

4. Non public connection to credit card issuers. 
(Connection may be on site) (For each 
transaction, data needed by card issuer is 
secretly transmitted to him. Ill ± 

5. May pass info to merchant III 




3. Transmits invoice number to PATH with 
cardholder's personal PATH password. 
Other data may include description of 
goods purchased and merchant's IP 
address and/or Internet Domain name. 

Card Holder 

20 

1 . Places Order to a merchant. 

2. Selects Payment option 
designated by PATH (EG PATH 
Icon). 

Infer Mby be Transmitted to Merchant w/no 
specia\ security required 




Merchant 



Issues Invoice # and Transmits it to the 
Purchaser with order confirmation 
describing product(s)/services being sold. 




CREDIT CARD ISSUER 30 (May acknowledge receipt) 
.^May Receive Request from merchant through standard 
processing system without account #, but with invoice #, 
Merchant id # & amount. 

1 . Receives Payment Authorization from (Internal or 
external) PATH, including merchant's Invoice #, Credit 
Card account #, Merchant ID Info, other required infor- 
mation. 

2. Transmits Payment confirmation to path. 

3. Transmits payment authorization to merchant, with the 
invoice number but not the credit card account #. 

4. Transmits payment without releasing credit card 
account numbers. (Merchant's bank or agent may receive 
payment as otherwise agreed between the issuer and the 
merchant 
if they prefer). 



LEGEND 
(Internet connection)-^- 
(Private connection)^E 



Figure 1 



110 Consumer (cardholder) commui 
that payment will be arranged throuj 


licates notification to Merchant 
2jh transaction facilitator. 




r 


120 Merchant generates a unique transaction identifier number and 
transmits to Consumer. 



I 



130 Consumer transmits transaction identifier and purchaser's 
authorization/authentication information to transaction facilitator. 




\r 


140 Transaction facilitator authenticates purchaser 

trfincmiccion/cp««inn. lnnkc un mirohacpr f « arrminf 


i 


w 


150 Transaction facilitator transmits credit request to card issuer over 
a private connection. 




r 


160 Card Issuer approves credit request and notifies transaction 




f 


170 Transaction facilitator notifies merchant of credit approval and 
arranges navment. 


1 


r 



DONE 



Figure 2a: Example Transaction Flow: Transaction Facilitator and Card 
Issuer are separate entities 
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t 

110 Consumer (cardholder communicates notification to 
Merchant that payment will be arranged through 
transaction facilitator. 



120 Merchant generates a unique transaction identifier 
number. 



^ 

121 Merchant transmits 
transaction identifier number 
to Consumer. 






122 Merchant 
transmits transaction 
identifier number to 
Transaction 
Facilitator/Card Issuer 




r 


130 Consumer transmits 
transaction identifier and 
purchaser's 

authorization/authentication 
information to transaction 
facilitator/card issuer. 








r | 





141 Transaction facilitator/Card Issuer authenticates 
purchaser transmission, verifies Purchaser/Merchant 
Session and processes transaction. 



170 Transaction facilitate 
of credit approval and arrj 


>r/Card Issuer notifies Merchant 
anges payment. 




f 




DONE 




Figure 2b: Example Transaction Flow: Transaction facilitator and card issuer 
combined in the same entity 



110 Consumer (cardholder communicates notification to Merchant that payment 
will be arranged through transaction facilitator. 



120 Merchant generates a unkiue transaction identifier number. 




121 Merchant transmits 
transaction identifier number 
to Consumer. 



122 Merchant 
transmits transaction 
identifier number to 
Transaction 
Facilitator/Card Issuer 



130 Consumer's computer combines transaction 
identifier and consumer's personal identifier, 
subjecting them to an undisclosed mathematical 
procedure and transmits the result (which is different 
for each transaction) to transaction facilitator/card 
issuer. Other authorization/authentication 
information required from the consumer will also be 
transmitted to the transaction facilitator/card issuer, 
which may take place in the same or an additional 
transmission. 








141 Transaction facilitator/Card Issuer authenticates purchaser transmission, 
verifies Purchaser/Merchant Session necessarily applying the undisclosed algorithm 
to segregate the transaction identifier from the purchaser's identifier. Facilitator then 
is able to identify the consumer's card account and securely submit the transaction 
for processing. 



170 Transaction facilitator/Card Issuer notifies Merchant of credit approval and 
arranges payment. 



DONE 



Figure 2c: Example Transaction Flow: Transaction facilitator and card issuer are 
combined in the same entity- 
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216 Authentication 








214 Amount to be Charged 







Merchant 
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218 Approval Code 
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Figure 3a: Information Flow: 

Order Confirmation Method 
Merchant-Facilitator compatibility Enabled 



1. 



Consumer 
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Consumer 
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Merchant 
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Consumer 


209 Transaction/Consumer Identifier Combo 
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210 What's Your Passcode Identifier ?? 
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Consumer 



212 Password/Authentication 



214 Amount to be charged 



Transaction 
Facilitator 
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216 Authentication 
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Figure 3b: Information Flow: 

Order Confirmation Method 
Merchant-Facilitator compatibility Enabled 
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Consumer 
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214 Amount to be charged 



Transaction 
Facilitator 
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Merchant 



208 Transaction Identifier 



218 Approval Notification (es., code) 



220 Payment Arrangements 



Transaction 
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Figure 4: Information Flow: 

Order Confirmation Method 
Merchant-Facilitator compatibility Pending 
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200 Use Transaction Facilitator 
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206 Order in Consumer's View Online 
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Merchant 
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Figure 5: Information Flow: 

Order in View on line Method 
Merchant-Facilitator compatibility Enabled 
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Figure 6: Information Flow: 

Order in View on line Method 
Merchant-Facilitator compatibility Pending 



Consumer 



Consumer 



200 Use Transaction Facilitator 



202 Order "Read back" 

Vebal or written, as appropriate: Eg: "If 
Order is correct I will connect you to the 
payment system" 




Merchant 



Consumer 



Consumer 



203 OK, Connect Me, the order's ok. 
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figure 7: Information Flow: 

Telephone or Portable Device Orders Method 
Merchant-Facilitator compatibility Enabled 
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Figure 8- Example Transaction System 



